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Background

<Dan Cornell

4OWASP: Sprajax, Open Review, San Antonio Chapter, 
Global Membership Committee

4Principal at Denim Group www.denimgroup.com

4Software Developer: MCSD, Java 2 Certified 
Programmer

<Denim Group

4Application Development and Remediation

ÁJava and .NET

4Application Security

ÁAssessments, penetration tests, code reviews, training, 
process consulting

3

http://www.denimgroup.com/


OWASP

A Little Bit of Theatre
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A Little Bit of Theatre

<This is a one-act play entitled: ñWe Found Some 
Vulnerabilitiesò

<Need a volunteer
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Audience Composition?

<Software Developer

<Infrastructure Security

<Application Security

<Project Manager

<Other

<All of It
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You Found Vulnerabilities ïNow What?
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OWASP

You Found Vulnerabilities ïNow What?

<Security Industry is too focused on finding vulnerabilities

4Especially in application security this typically isnôt hard

<Finding vulnerabilities is of some value

<Fixing vulnerabilities is of great value

<Mark Curphey: Are You a Builder or a Breaker
4 http://securitybuddha.com/2008/09/10/are -you-a-builder-or-a-breaker/

<Organizationôs goal is to understand their risk exposure 
and bring that in -line with their policies

<Finding vulnerabilities is only the first step on that road
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Vulnerability Management ïThe Security 
Perspective

<Steps:

4Policy

4Baseline

4Prioritize

4Shield

4Mitigate

4Maintain
< For more information see: 

http://www.gartner.com/DisplayDocument?doc_cd=127481
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So How Are We Doing?

<Policy

4Does your organization have policies for Application Security?

4Or is your policy ñUse SSL and do the OWASP Top 10ò?

<Baseline

4What are your organizationôs testing strategies?

4Hopefully not ñRun scanner XYZ the day before an application 
goes into productionò

4Also ïdo you actually know how many applications you have in 
production?

<Prioritize

4How do you determine the business risk?

4Critical, High, Medium, Low often does not account for enough 
context

4To defend everything is to defend nothing
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So How Are We Doing? (continued)

<Shield

4Have you deployed technologies to help protect you  in the 
interim?

4WAFs, IDS/IPF

<Mitigate

4Do your developers know what the actual problems are?

4Do your developers know how to fix them?

4When are these vulnerabilities going to be addressed and when 
do they go into production?

4Did the application development team actually fix the 
vulnerabilities when they said they did?

<Maintain

4Web applications are dynamic ïwhat is the ongoing testing 
strategy?
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Process
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Defect Management ïThe Developer 
Perspective
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