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Today's Presentation

A The challenges of application security scanning and remediation
A What Vulnerability Manager can do

A Next steps for Vulnerability Manager

A Next steps for you
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Denim Group Background

A Privately-held, professional services organization
I Develops secure software
I Helps organizations assess and mitigate risk of existing software
I Provides training and mentoring so clients can build trusted software

A Software-centric view of application security
i Application security experts are practicing developers
I Development pedigree translates to rapport with development managers
I Business impact: shorter time-to-fix application vulnerabilities

A Culture of application security innovation and contribution
I Released Sprajax & Vulnerability Manager to open source community
I OWASP national leaders & regular speakers at RSA, OWASP, CSI
I World class alliance partners accelerate innovation to solve client problems
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My Background

A 13-year business application development background
A Lead Consultant at Denim Group

A Provides technical oversight for Denim Group
development projects

A Responsible for Denim Group development lifecycle
standards and processes

A Performs black box and white box security assessments
A Performs on-site security training

A Co-developer and technical lead for Vulnerability
Manager project
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Challenges with Scan-Centric Application Security Programs

A Too many application security programs
are scan-centric

I Run scans, generate reports, send to
development teams

A Not enough attention is paid to the entire
process

A Result: Vulnerabilities are not remediated
and continue to expose the organization
to risk
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Post-Scan Remediation 1 s the ANext o E

A Application Scanning Technologies are Improving
I Various improvements provide better testing coverage

A Qualys 2009 Black Hat Conference Paper
I Presented by Qualys CTO Wolfgang Kandek
I Network & host vulnerabilities persist for roughly 30 days from identification
I Measured across 140m QualysdSaasS client scans
I Exploitation cycle is getting shorter i down from 60 days in 2004 to 10 days

A WhiteHat Security Study on Application Vulnerabilities
I Application vulnerabilities persist much longer than network vulnerabilities
I Typical persistence timeframe measured in months, not days
A SQL Injection’i 38 days
A Insufficient Authentication i 72 days

I Vulnerability time-to-fix metrics are not changing substantively, typically requiring
weeks to months to achieve resolution
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Why Do Application Vulnerabilities Persist?

N

A Must rewrite softwarei canot just turn fioff o
I Can be straightforward i XSS or SQL Injection
I Can be more difficult i logical errors

A Dev teams detached from security managers
I Lack of organizational influence over dev efforts
I Interaction and tracking between groups is inconsistent and one-off

A The formal process of aggregating and processing application-level
vulnerabilities is immature

I No automated way to import scanning results from multiple sources
A BB, WB, SaaS
I Sophisticated hand off to issue trackers evolving
i I nteraction with other systems fAone off
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The Emergence of Accelerated Software Remediation (ASR)
Technologies

A

Security and risk managers are realizing the status quo is
unacceptable
I Application vulnerabilities exist in live environments for months

A new set of technologies are emerging to address the post-scan
automation of application vulnerabilities

I Application security vendors are developing more post-scan functionality
A Many are creating gated communities and vendor lock-in

i Mostlstgener ati on i nt eto-aarcea d owmist harsec airomer s ¢
Accelerated Software Remediation Technologies reduce lifespan of
application vulnerabilities:

I Automating import from multiple scanning systems

i AnDduplicationdo of vulnerabilities from
I Ability to measure incremental improvement
i Capability to generate dvirtual patches
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Vul nerability Manager: AThreadFi xo

A Mission: Allow organizations to centrally manage the entire range of
software assurance activities

Finding vulnerabillities is easy 1 actually addressing the risk is hard
Freely available under Mozilla 1.1 open source license

Major Feature Areas
I Application Portfolio Management
I Vulnerability Import
I Real-Time Protection Generation
I Defect Tracking Integration
I Maturity Evaluation

To o o
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A Many organizations do
— not even have a

el eace complete idea of their
application attack
surface

A Track applications,
metadata and
associated
vulnerabilities
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Vulnerability Import

A Import, de-duplicate
and merge
vulnerability data from
a variety of free and
commercial tools L

1. File: c:\Project Arct
Line #: 31

CAT.NET Source Information

Text: decimal

y aspx.cs
u [] = Convert. Text);
2. File: c/\praject atUtlity\ZlgguratUt
Line #: 38
Text: string msg = String. Format(@"A charge of {0:c} was applied to eredit card account
{1}. Your new balance is {2:c}.", paymentAmount, txtCardNumber.Text,
I L]
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Real-Time Protection Generation

A Generate vulnerability-
specific rules for
WAFs and IDS/IPS

AAut omate t he
patchingo pt
A Import logs to identify

vulnerabilities under
active attack
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