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Denim Group Background

– Professional services firm that builds & secures enterprise 

applications

– Risk and Vulnerability Assessment Services

• Application Penetration Testing 

• Secure Code Reviews 

• Secure Application Development Services 

• Commercial Product Assessment 

• Data Security Assessment 

– Security Training Services 

• Application Security Principles Training 
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Personal Background

– 15-year information security consultant background

– Principal at Denim Group

– Ex-Air Force security analyst at AFCERT

– Trident Data Systems, KPMG, SecureLogix, and Denim Group 

information security consultant

– Works with CIO’ s and CSO’s to build successful software security 

initiatives

– CISSP since 1998
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A Starting Point

– Vast majority of literature on software security focused on technical 

and procedural fixes

– Dearth of information on “how” to successfully implement software 

security initiatives

– This presentation attempts to bridge that gap
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The Nature of the Problem

– Building software is HARD

– Building secure software can be exponentially HARDER

– Convincing others that they should build secure software is the 

HARDEST challenge of all!
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The Core of the Problem

– Different missions

– Wildly different cultures

– Status quo bias

– Complexity of software itself
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How Developers Think
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How Security Guys Think
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How Security Guys Should Think
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FUD Carpet Bombing?
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Components to Driving a Secure Software Initiative

• Characterize the Landscape

• Secure Champions

• Define Standards & Strategy

• Execute 

• Sustain & Repeat
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Characterize the Landscape

• Compliance framework

• Cultural Norms

• SDLC’s in place

• Existing artifacts of software security

• Gap between policy & practice
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Secure Champions

• Executive sponsor(s)

• Internal audit

• Champions in the field
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Define Standards & Strategy

• Inventory applications

• Conduct a “lightweight” risk assessment of applications

• Rank applications -pick one and conduct

• Set reasonable goals and communicate modest successes
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Examples of Modest Goals

• Conduct a ½-day classroom overview of application security concepts for your 

development leads, architects, and project managers.

• Publish a “Top 10” list of coding standards that reflect fundamental security values for 

your organization.  For example, define how your organization handles data at rest 

with encryption.

• With the help of internal or external resources, remediate one of the applications you 

assessed earlier in the process.

• Implement threat modeling at the early stages of a handful of big projects so you can 

begin to develop an internal competency to review applications at the earliest stages 

of development.

• Improve one facet of the SDLC to inject a software security “control.”  This might 

include security peer review, black box testing, or a similar activity that improves the 

security of code being published.
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Execute!

• Put Champions to Work!

• Pilot program or phased approach

• Tailor your approach to the audience

• Measure improvement via:

– Defect count

– Vulnerability count

– Response hours expended

• Instill culture of threat modeling

Bottom line: Show quick wins, highlight behaviors, and do it over and 

over again, ratcheting up standards with each iteration.
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Sustain & Repeat

• Regular, disciplined update of the regulatory framework must occur

• Follow commercial tools trends

• Monitor emerging risks
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Why Should You Care?



18

Questions and Answers

John B. Dickson, CISSP

john@denimgroup.com

210.572.4400

Follow me on Twitter at johnbdickson
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