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The starting point: ignorance is not bliss

From which fire hose do | drink?

Now all | have to do Is execute!

DENIerI@EIF;OUP 2 RSACONFERENCE2009




The starting
point:
ignorance Is
not bliss

[T




The Chasm

A A deep and profound
chasm exists between
developers and
security folks

A The chasm is cultural,
organizational, and
professional

A This chasm makes
secure software
development harder
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Profiling 1 A Security Guy

A Likely non-developer or non-CS degree
A Measures the risk of what already exists

A Likely to attend professional groups ISSA,
ISACA, and conferences like RSA

A Worries about zero day worst case scenarios

A Ties, suits, and cowboy hats (apparently)!

. Howard Schmidt, President ISSA John Dickson, Serial Security Jeff Reich, Career €SO
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Profiling i A Developer

A CS-degreed coder

AWor ks in a Abuildo cult
project deadlines

A Might attend JUGs, .NET users groups, or SD
West

A Jeans, shirt tails out, and flip flops

Brent Peckham, Developer,

Kushala Kondapally, Developer, Denim Group

Denim Group

DENIM GROUP
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Application Security Research Study

A In late 2008/early 2009 Denim Group surveyed
over developers and security professionals to
guantify basic knowledge of secure software
concepts

A Background Information collected included:

A Demographics
A Sector and company size
A Seniority

A Security Quiz that tested basic development
knowledge
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The first step
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Understanding Key Software Concepts

-

A Security and the nature of software
A The many different flavors of SDLCs
A Complex systems and web services

A Where software security comes in to play
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Complex Systems Development & Security

Actual
Functionality

Intended
Functionality
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Complex Systems Development & Security

Intended AU :
Functionality Functionality

Bugs --- --- Unintended and
Undocumented
Functionality

Built
- Features
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The Nature of Application Vulnerabilities

A Network vulnerabilities

I Well quantified i well understood

I Simpler to do Anapples to applesodo compa
I Security staff can typically quickly and easily force changes

I Scanners best suited to identify technical flaws

A Application vulnerabilities

I Architectural or design flaws typically introduced before coding
I Much harder to identify i potentially painful to mitigate
I Fix might include an architectural re-write

I Scanners deeply limited in | D 06 logncal flaws
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Types of Application Vulnerabillities

A Technical

| Implementation flaws introduced at the keyboard
I Straightforward to identify and mitigate

I Most analogous to TCP vulnerabilities

I Scanners best suited to identify technical flaws

A Logical
I Architectural or design flaws typically introduced before coding
I Much harder to identify i potentially painful to mitigate
I Fix might include an architectural re-write

I Scanners deeply limited in | D 06 logncal flaws
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How Developers Think

i g else if ((arg2) && (arg2.length > 0)){
if ( cmd == "LMISGetValue™) {
testquestionsObj.SetVariable(argc.
SC0GetValue(argl))s
b else if ( cmd == "LMSGetLastError™) {
testquestionsObj.SetVariable(argZ.
SC0GetLastError(argl))i
5 else if ( cmd == "LNSGetErrorString™)
{
testquestionsObj.SetVariable(argz,
SC0GetLastError(argl))s
3 else if ( cmd == "LNMSGetDiagnostic™)
{
testquestionsObj.SetVariable(argz.
SC0GetDiagnostic(argl))s
5 else {
// for unknoun LMSGetxxxx extension
v = eval('g_objAPI." + cmd + "(\"' + |

developerTHINK
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How Security Guys Think
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How Security Guys Should Think
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Now all |

1S

have to do

execute




Different Execution Strategies to Apply

A Decomposing complexity via threat modeling
A Understand test coverage issues

A Conduct risk-based approach to catalog and
assess enterprise applications

AAgree upon key fway poi .l
security peer review

A Learn to ask the right set of questions and get
Invited to the right set of meetings
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What is Threat Modeling?

[

A A structured approach to identifying, quantifying,
and addressing threats

A Threat modeling allows system security staff to
communicate the potential damage of security
flaws and prioritize remediation efforts

A System development component that
supplements:

I Functional specification document

I Design document
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Why Threat Modeling

A Maginot Line circa 1939 A Germans flew over, went
around!
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[

Dynamic, Static and Manual Testing



