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Agenda 

The first step to recoveryé

The starting point: ignorance is not bliss

From which fire hose do I drink?

Now all I have to do is execute!
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The Chasm

ÅA deep and profound 
chasm exists between 
developers and 
security folks

ÅThe chasm is cultural, 
organizational, and 
professional

ÅThis chasm makes 
secure software 
development harder
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Profiling ïA Security Guy

ÅLikely non-developer or non-CS degree

ÅMeasures the risk of what already exists

ÅLikely to attend professional groups ISSA, 
ISACA, and conferences like RSA

ÅWorries about zero day worst case scenarios

ÅTies, suits, and cowboy hats (apparently)!

Jeff Reich, Career CSO
Howard Schmidt, President ISSA John Dickson, Serial Security
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Profiling ïA Developer

ÅCS-degreed coder

ÅWorks in a ñbuildò culture & has trump card of  
project deadlines

ÅMight attend JUGs, .NET users groups, or SD 
West

ÅJeans, shirt tails out, and flip flops

Brent Peckham, Developer, 

Denim Group
Dan Cornell, Principal

Denim Group

Kushala Kondapally, Developer, 

Denim Group
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Application Security Research Study

ÅIn late 2008/early 2009 Denim Group surveyed 
over developers and security professionals to 
quantify basic knowledge of secure software 
concepts

ÅBackground Information collected included:

ÅDemographics

ÅSector and company size

ÅSeniority

ÅSecurity Quiz that tested basic development 
knowledge



The first step 
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recoveryé
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Understanding Key Software Concepts

ÅSecurity and the nature of software 

ÅThe many different flavors of SDLCs

ÅComplex systems and web services

ÅWhere software security comes in to play

Brent Peckham, Developer, 

Denim Group
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Complex Systems Development & Security
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Actual

Functionality
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The Nature of Application Vulnerabilities

ÅNetwork vulnerabilities
ï Well quantified ïwell understood

ï Simpler to do ñapples to applesò comparison

ï Security staff can typically quickly and easily force changes

ï Scanners best suited to identify technical flaws

Å Application vulnerabilities
ï Architectural or design flaws typically introduced before coding

ï Much harder to identify ïpotentially painful to mitigate

ï Fix might include an architectural re-write

ï Scanners deeply limited in IDôinglogical flaws



From which 
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Types of Application Vulnerabilities

ÅTechnical
ï Implementation flaws introduced at the keyboard

ï Straightforward to identify and mitigate

ï Most analogous to TCP vulnerabilities

ï Scanners best suited to identify technical flaws

Å Logical
ï Architectural or design flaws typically introduced before coding

ï Much harder to identify ïpotentially painful to mitigate

ï Fix might include an architectural re-write

ï Scanners deeply limited in IDôinglogical flaws



How Developers Think
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How Security Guys Think
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How Security Guys Should Think
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Now all I 
have to do is 
execute!



Different Execution Strategies to Apply

ÅDecomposing complexity via threat modeling

ÅUnderstand test coverage issues

ÅConduct risk-based approach to catalog and 
assess enterprise applications

ÅAgree upon key ñway pointsò in SDLC for 
security peer review

ÅLearn to ask the right set of questions and get 
invited to the right set of meetings

19
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What is Threat Modeling?

ÅA structured approach to identifying, quantifying, 
and addressing threats

ÅThreat modeling allows system security staff to 
communicate the potential damage of security 
flaws and prioritize remediation efforts

ÅSystem development component that 
supplements:

ïFunctional specification document

ïDesign document
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Why Threat Modeling

ÅMaginot Line circa 1939 ÅGermans flew over, went 
around!



Dynamic, Static and Manual Testing


